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I. 	 Introduction


1.	 The accelerated pace that progress in neurotechnologies has taken over the past 
decade is leading to both expectations and concerns. Promising developments in scientific 
research show the great opportunities these technologies may offer to increase knowledge 
in applied neurosciences. The design of tools for the diagnosis, prevention and treatment of 
neurological and psychiatric diseases may bring great possibilities in the medical field and 
result in the improvement of the health and wellbeing of many people. Outside the 
healthcare, commercial opportunities are also growing and all indicates that in the coming 
years an increasing number of neurotech products will be ready for direct-consumer use.


2.	 Expected medical benefits and commercial opportunities cannot obscure, however, 
the profound implications for human rights enjoyment and the concomitant risks that these 
technologies bring. Neurotechnologies may contribute to improve individuals’ cognitive 
capacities and offer new ways of communication but imply allowing external access into 
the person’s brain activity, a frontier that was never before crossed if not for medical or 
criminal purposes. 


3.	 Connecting human brains directly to digital networks have significant ethical 
implications for human autonomy and agency. This possibility raises also profound societal 
challenges as new forms of discrimination may arise meanwhile unchartered ways of 
interfering with people’s mind may ultimately affect mental integrity and health.  While 
more sophisticated surveillance and manipulation tools will be available to governments 
and private actors, the more broad implications of surrendering mental privacy are just 
unknown.


4.	 Against this background, the Human Rights Council (HRC), adopted on the 6th of 
October 2022 Resolution 51/3 by way of which it requested its Advisory Committee (AC) 
to prepare a study “on the impact, opportunities and challenges of neuro-technology with 
regard to the promotion and protection of all human rights”. In February 2023, the AC 
established a drafting group currently composed by Noor Al-Jehani, Nurah Alamro, Joseph 
Gérard Angoh, Buhm-Suk Baek, Milena Costas Trascasas (Rapporteur), Riva Ganguly Das, 
Jewel Major, Javier Palumno, Vasilka Sancin, Patrycja Sasnal, Vassilis Tzevelekos (Chair), 
Catherine Van de Heyning, Frans Viljoen and Yue Zhang. 


5.	 In accordance with the mandate, our study provides action-oriented 
recommendations on how these issues can be addressed within the Council, its special 
procedures and its subsidiary bodies “in a coherent, holistic, inclusive manner”. The AC is 
very grateful for the active engagement and support it has received from several 
stakeholders all along the preparation of this study. Extremely valuable for our work were 
also all the inputs received in response to the questionnaire and that are available at the 
Committee’s website. 


II. 	 Neurotechnologies: just a new disruptive technology, or 
rather unique?


6.	 Neurotechnologies (NT) are the result of the convergence of neuroscience with 
many other disciplines.  These complex systems present a very particular feature in which 1

they challenge existing ethical and human rights frameworks, to a point that we may be in 
the hedge of a change of paradigm.  


	 	 Neurotechnology uses electrical stimulation and sensing as tools for understanding and controlling 1

nervous system function, as opposed to biotechnology, which focuses on molecular and genetic 
engineering approaches.	
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7.	 Some of the more salient features are the ability of NT to directly alter a person’s 
thought without psychological mediation. They can intervene directly in the processing of 
mental faculties (memory, reasoning, emotions, perception, etc.) and behaviour, and affect 
the essence of who and what we are. This technology has the ability to direct influence on 
cognition, behaviour and mood. NT can be used to read ‘brain data’ but this implies also 
collecting information that cannot always be secluded and can elude conscious control. 
Such data encodes mental information about thoughts and feelings that can be decoded by 
NT. 


8.	 The exposure of cognitive processes in individuals may represent an unprecedented 
way for behavioural manipulation of individuals by outside actors. For example, 
information about how an individual responds to certain stimuli, may serve to marketing 
engineers or political campaigners to better tailor their messages specifically to certain 
neuro-types.  


9.	 Actually NTs rely on the processing of neurodata which may be seen as unique as it 
may reveal very sensible information: mental health status and predisposition, sexual 
orientation, personality traits, cognitive performance, and mental states such as intentions, 
beliefs and emotional states. Individual’s rights to access, edit and delete their own data 
may not be guarantee and this generates a high risk of this data be used for what has been 
called “neutodiscrimination”. If such data, for example, indicate a dementia predisposition 
or mental health problem or certain personality traits and level of cognitive performance 
intention or emotional states, it may interest to an insurance company or a human resources 
firm without the knowledge of the data subject. 


	 10.	 NT are thus inextricably intertwined with AI and ML algorithms which are 
indispensable for the processing of large data sets of complex neurodata and to uncovering 
patterns them to generate the desired operational command. Concerns related to algorithmic 
bias and lack of transparency are particularly prominent.


A. Definition and state of advancement


11.	 Neurotechnology is an umbrella term integrates a diverse array of devices and 
procedures having as common feature the focus on the structure and activity of human 
nervous system and brain.  Broadly speaking, these may be designed for three main 2

purposes: (1) measuring and providing insights into the brain’s working; (2) influencing 
brain’s activity or; (3) establishing connection interfaces with external digital devices.  
3

12.	 It is commonly distinguished between two types. “Neuroimaging” devices and 
methods, are commonly used for the diagnosis of mental states. They allow detecting 
neural signals and interpreting mental states and behaviour but do not have the capacity to 
alter such processes so they just aim mapping the structure and functioning of the brain 
(“reading” into the brain). “Neuromodulation” techniques and devices are instead 
specifically designed to intervene on targeted parts of the brain with the purpose of 
stimulating them. These are capable of altering and modulating the functioning of the brain 
(“writing”). More advanced technologies called “close-loop systems” are those capable of 
integrating both functions. 


	 	 Annex I presents the main types of these technologies classified by their purpose, state of 2

advancements and potential applications inside and outside of the medical sphere.

	 	 In particular, such technologies allow accessing the neural systems of persons with the purpose of 3

monitoring, investigating, assessing, manipulating, and/or emulating its structure and function. 
OECD, Recommendation on Responsible Innovation in Neurotechnology, 2019.
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13.	 Non-invasive techniques are those that allow action from the outside, while invasive 
techniques require the implantation of electrodes through surgery. Importantly, the level of 
precision that currently can only be achieved though invasive NT will be accessible through 
non-invasive NT in the coming years. At that point, such rigid classification does not allow 
to adequately assessing all potential human rights impacts and seems advisable reframing 
this approach. NT that has the ability of altering the functioning of the brain should then be 
considered and regulated as invasive despite not been physically implanted. 


14.	 Non-invasive brain stimulators are increasingly available in the market. Most of 
these devices are promoted in the area of well-being to improve cognitive and sporting 
performance or aiding to concentration, relaxation or sleep. Often they are sell with the 
promise of enhancing cognitive capacities, such as memory and focus, and augment 
feelings of well-being such as alleviating anxiety, stress, or feelings of depressions. Others 
are being promoted in the workplace to enhance productivity. Despite they have an 
unproven effectiveness, the sector is quickly moving towards the development non-invasive 
neurotechnologies that can be widely commercialized and used for non-medical purposes. 
Because regulatory barriers for the commercialization of these devices are lower than those 
applicable to medical devices, there is a risk that rusher development permits the 
introduction into the market of products with inadequate safety measures and unclear or 
underestimated risks. Such state of affairs may incentivize companies to prioritize 
profitability and convenience over other ethical and human rights considerations, hindering 
thereby accessibility for vulnerable and marginalized groups. 


15.	 Although these all promising progresses are advancing at a great pace it must be 
stressed that most of them still provide inaccurate results. At the present state of 
development, current technologies, especially non-invasive techniques cannot decode 
thoughts, in the sense, that they cannot provide a full granular and real-time account of the 
neuronal patterns of specific cognitive processes. As of today, there is no sufficient long-
term data available to objectively assess whether the benefits of certain neurotechnologies 
outweigh their side effects. But despite this, NTs are increasingly being used for what is 
called “process of reverse inference”.  
4

16.	 Brain-Computer Interfaces (BCIs), allow establishing a connection between the 
brain and an external device. BCIs employ neuroimaging to record brain activity signals, 
which are further translated into technical commands that operate external devices such as 
computers or robotic limbs. The linkage established by BCIs allows external devices to be 
operated in a manner that entirely bypasses neuromuscular pathways.	BCI technology is 
primarily developed for medical applications where have shown their utility in assisting 
locked-in patients, i.e. persons who have lost communication capacities.


17.	 The progress in invasive neurotechnology appears to be rapidly moving towards a 
kind of – partial – convergence of humans and machines by connecting the brains of 
healthy people to external computers. Some authors have coined the term “hybrid minds” 
to refer to the integration of humans into networked systems and linking them to machines. 
Some developers already advertise implantable chips that may allow users to control 
computers or mobile devices from any location. The popular US Company “Neuralink” is 
developing “cosmetically invisible” implants with the primary objective of enabling 
paralysed people to walk again and treating neurological diseases.   This is without hiding 5

that the end goal of the research would also be the cognitive enhancement of healthy 

	 	 Both, invasive and non-invasive methods used to record (and manipulate) neuronal circuits as well as 4

AI and ML-driven data analysis, allow for this process from patterns of brain activation. M. Ienca et 
al., “Towards a Governance Framework for Brain Data”, Neuroethics, 2022, p. 20.

	 	 https://neuralink.com/5
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people. Just some weeks ago, the US Food and Drug Administration (FDA) allowed the 
company to trial this experimental implantable chip in humans.   


B. A rapidly growing industry 


18.	 For scientist, the functioning of the human brain and mind remains one of the more 
well-kept mysteries of our body. Deciphering and understanding the intricate neuronal 
network of the brain was the aim of the large-scale research programmes and projects that a 
number of governments have pursued under label of BRAIN Initiatives. The first 
embarking to embark on the enterprise of “cracking the brain” was the US (2013-2023) but 
many others (Australia, China, the EU, Israel, Japan, and South Korea) followed the same 
path.  Many of them are now cooperating under the framework of an international network, 6

the International Brain Initiative.   
7

19.	 The prospect applications of the main outcomes of such programmes have led to a 
growing interest in the field, as shown by the increasing public funding and private 
investment in this flourishing industry. Since 2013, government investments in the field 
have exceeded 6 billion USD. In the last 10 years, Neuro-Tech companies have increased 
21 times, passing from 331 million to 7.3 billion USD.  It is foreseable that the 8

development and implantation of consumer NT be enormously boosted in the next few 
years, with an expected growth rate of the worldwide market of 17.1 billion by 2026.  9

Importantly, public investments in neurotechnology are being surpassed by the private 
sector which marks an important swift in the dynamics, as opportunities are spilling off 
from medical field to the consumer market. Reportedly, the so-called ‘GAFAM’, the five 
more popular high Tech companies in the US, are positioning themselves at the head of this 
development.  The US accounts for nearly half of all worldwide patent applications.  This 10 11

is relevant, as brain patents and increased global intellectual property protection may also 
allow a nation and its major industries the ability to control the use of, and access to NT on 
the world stage. 
12

	  	 Brain Research Through Advancing Innovative Neurotechnologies® (BRAIN)  Initial objectives 6

where: 1) understand the human brain, 2) understand and cure brain diseases, and 3) foster economic 
development and innovation in technology.

	 	 International Brain Initiative” to promote coordination among the existing initiatives and synergies 7

among them. 

	  	 “Market Analysis. Neurotechnology”, The Neurorights Foundation, March 2023; D. S. Hain, et al., 8

Unveiling the neurotechnology landscape: scientific advancements innovations and major trends, 
UNESCO, 2023.

	 	 https://www.neurotechreports.com/pages/execsum.html9

	 	 GAFAM is an acronym for five popular U.S. tech stocks: Google (Alphabet), Apple, Facebook 10

(Meta), Amazon, and Microsoft. M. Velasquez-Manoff, ‘The Brain Implants That Could Change 
Humanity’, The New York Times, 28 August 2020. 

	 	 UNESCO, Unveiling the Neurotechnology Landscape Scientific Advancements Innovations and 11

Major Trends, 2023, p. 11.

	 	 https://law.stanford.edu/wp-content/uploads/2018/05/brindley.pdf; UNESCO, Unveiling the 12

Neurotechnology Landscape Scientific Advancements Innovations and Major Trends, 2023. Proposals 
for the development and establishment of mechanisms that enable the flagging and communication of 
critical patents have been put forward Spranger, T.M. ‘Brain Patents as a Legal or Societal 
Challenge?’. IIC 54, 268–275 (2023).

5
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C. Why the human rights approach is important


20.	 In the context of NT and more generally of technological development, it is a matter 
of concern that human rights are often presented as opposite to innovation and scientific 
research, while rather the opposite this approach seeks to put the focus on the human being 
with a view of minimizing the possibility of risks and impacts. To avoid unattended risk, 
the principle of precaution should guide decision-making at all stages, including 
technological development. Such general principle remains crucial and cannot be 
understood as an impediment to scientific research or technological innovation but as 
guarantee to ensure respect for ethical values and avoiding irreversible damage or 
unacceptable risks.  
13

21.	 A good example NT is provided by a recent decision where the Chilean Supreme 
Court it has reaffirmed the State’s obligation to pay special attention and care to the review 
of such technologies in order to “prevent and anticipate its possible effects”. The Court 
retains that the analyses the authorities of the product object of the complaint before being 
marketed was absolutely necessaire considering that it involved a dimension −the electrical 
activity of the brain− that had been hitherto treated as absolutely private and personal in 
strictly medical settings”.  
14

22.	 This case raises the question of how to anticipate and address the existing human 
rights concerns and the several societal risks that may be triggered by the early and 
unregulated use of these technologies and what kind of legislative policies and oversight 
mechanisms should be put in place as to better ensure that these technologies are used for 
the benefit of humankind. A global multi-level governance mechanism, to coordinate 
efforts between States, and guide private sector towards responsible innovation is a must.  


III.Foreseeable human rights impacts and challenges


23.	 Connecting human brains directly to digital networks have significant ethical 
implications as it can limit or even hinder human autonomy and agency and can be 
implemented in ways that affront human dignity. This possibility raises profound ethical 
questions about human dignity and introduces novel risks, including new forms of 
discrimination and far-reaching control of individuals and populations by governments and 
private actors. 


A.  Rights particularly at risk	 


24.	 These technologies introduce unprecedented ways of directly interfering person’s 
cognitive mental and cognitive capacities and thus also unprecedented ways of impacting 
human rights; below we present the more relevant in this context.   


Freedom of thought 


	 	 According to this principle: “in the absence of scientific consensus, caution and the avoidance of 13

steps are required in case an action or policy might cause severe or irreversible harm to the public or 
the environment,” and of the obligations of states to “monitor the potential harmful effects of science 
and technology, to effectively react to the findings and inform the public in a transparent way”. 
UNESCO; Venice Statement on the Right to Enjoy the Benefits of Scientific Progress and its 
Applications (2009), par. 12.

	 	 The Court concluded that they had been introduced in the country without having necessary 14

certification from the custom authorities. https://abogamer.medium.com/neural-data-on-trial-chiles-
supreme-court-addresses-the-first-global-neurorights-case-2ddad0e2b06b 

6
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25.	 The ability of NT to interfere with the human mind via the brain has put freedom of 
thought under the spot.  Like the freedoms of conscience and religion it refers to the inner, 15

psychological side of the person (forum internum). NT may directly affect the forming, 
holding and revising of all kinds of thoughts and thinking  and thus has a potential to 16

simultaneously interfere with freedom of opinion.  But despite the particular relevance the 17

drafters of the UDHR gave to this right international practice is scarce as to offer a proper 
guidance on its precise scope and application.  An important salient feature is that it is an 18

absolute right, meaning that interferences with the enjoyment of this right are not permitted. 


26.	 In the age of neuroscience, however, this right appears to be extremely relevant. 
Neurostimulation technologies may be employed to the illegitimate purpose of conditioning 
the reasoning behind the forming of opinions and as a means of influencing decision-
making processes.  Neuroimaging technologies allow and may be used to decoding 19

collected neuro-data and expose thoughts. With the support of neuromodulation physical 
and mental processes of the individual’s inner sphere, where thoughts and convictions are 
developed, may be unduly affected or altered. The implementation of NT pose questions, 
for example, regarding the freedom not to reveal one’s thoughts with regard the possibility 
of non-consensual brain readings, which may allow inferences about the content of a 
person’s thoughts or the type of thinking she performs (e.g. reasoning, remembering and 
calculating). 


27.	 Interferences aimed at individual’s manipulation would be tantamount as 
brainwashing. Also problematic in relation with freedom of thought is the use of 
“predictive technologies” identify brain activity patterns with the aim of predicting 
behaviour or intentions as well as mental characteristics or predispositions of individuals 
and that they may not be aware of. This raises the question of the protection of brain-data 
used for drawing interferences about a variety of mental properties. Those systems, by 
nature, do not reveal “actual” thoughts but can reportedly build sophisticated individualized 
psychological profiles, which can potentially infer and even modify thoughts in certain 
circumstances.  Pre-emptive decisions can be taken on the basis of such inferences and 20

without that such thoughts or intentions ever be translated into actions. 


28.	 It seems clear that this right will protect against the use of NT and 
neurointerventions causing substantive detrimental interferences with thought and thinking. 
Neurointerventions altering what a person thinks believes or the opinion she holds, or 
interventions that impair thinking would clearly violate this freedom.  However, due to the 21

	 	 Art. 18 UDHR and Art. 18 ICCPR15

	 	 According the HRC, freedom of thought is a far-reaching right which encompasses all matters; 16

CCPR/C/GC34, par. 9. 

	 	 A/73/348, par. 26. See: C. Bublitz, “Neurotechnologies and human rights: restating and reaffirming 17

the multi-layered protection of the person”, The International Journal of Human Rights, 2024.

	 	 Art. 4.2 ICCPR. 18

	 	 This freedom is inextricably linked to the right to hold opinions without interferences (art. 19 19

ICCPR). 

	 	 A/76/380, par. 68.20

	 	 Ibid.par. 96. 21

7
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lack of jurisprudence and case-law a more specific interpretation of the scope and attributes 
of this right seem to be important. 
22

29.	 Cognitive liberty has been identified by authors as an important attribute of this 
freedom to protect cognitive functions and processes from being altered, monitored and 
manipulated. The right to take own decisions and the right to one’s own consciousness and 
thought process underpins other rights, particularly those related to democratic 
participation. In the context of NT it might be necessary to explicitly recognize the right to 
refuse the forced use of NT as part of person’s right to freely make decisions.  A 23

clarification on the protection provided against coercive neurointerventions is also urgent as 
some argue that should be possible in some exceptional circumstances. The interplay of this 
right with other rights that despite being essential for the protection of the mind may be 
limited under certain circumstances should also be clarified.  
24

Right to privacy 


30.	 NTs introduce new threats to the right to privacy and may lead to unprecedented 
privacy violations.  This right ensures an individual’s private sphere free from intrusion 25

and surveillance and aims to provide a shield to protect individuals’ body and mind from 
the outside world.  NT can be used not only to penetrate people’s mind and allow for the 26

recording and collection of highly sensitive personal information on mental and physical 
health, cognitive and affective processes, or in relation to individual’s states and 
dispositions collect a great amount of sensible information. They can be thus wrongly used 
to uncover such information. Furthermore, such technologies may be used as a modern 
surveillance tool at the workplace and also in the private sphere. 


31.	 Current neuroimaging devices record electric signals from the brain and send result 
to external databases. As the interest on complex biometrics rises, patients are more 
vulnerable to data breaches, implying that their data both from medical and non-medical 
devices can be sold to third parties and used against them. Violations of the right to privacy 
may have the purpose of creating neuro-profiles and discriminate among people on the 
basis of brain activity patterns. Algorithmic bias and lack of transparency in processing 
increases the risk of neurodiscrimination, i.e. discrimination based on a person’s mental 
signatures, indicating, for example, a dementia predisposition or mental health personality 
traits, cognitive performance, intentions and emotional states.


32.	 Such risks may grow exponentially with the prospect of a wide commercialization 
of NT products, which require the massive collection processing and storage of “brain 
data”. Particularly BCIs may access, record or transmit individual’s neural data revealing 
sensitive information about their thoughts, emotions and mental states. In this context, 
breaches of privacy could be more dangerous than conventional ones because they can 

	 	 In 2021, the SR on Freedom of Religion or Belief presented a report where he highlighted some of the 22

attributes of this right.  

	 	 Authors claim that a positive dimension should be granted, i.e. the right to choose whether and by 23

which means to change one’s mind, and the obligation to promote cognitive liberty. At this early stage 
of development of NT the precautionary principle seems to preclude this possibility. See in particular, 
Bublitz, J-C., My Mind is Mine!? Cognitive Liberty as a Legal Concept. in Hildt, E., Franke, A.G., 
(eds.) Cognitive Enhancement. An Interdisciplinary Perspective (2013). N. Farahany, 2023,

	 	 S. Lighart et al. “Minding rights: mapping ethical and legal foundations of ‘neurorights’”, Cambridge 24

Quarterly of Healthcare Ethics (2023, p. 12.

	 	 Art. 17 ICCPR.25

	 	 HRC, GC n.16 (1988), par. 8. 26

8
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bypass the level of conscious reasoning, leaving individuals without protections from 
having their mind involuntarily read. Participants in predatory neuromarketing studies and 
other disproportionate uses of NT outside the clinics may be already facing these risks. 
Further, it is reported that consumer neurotechnology companies are already collecting 
unknown quantities of users’ personal that can be stored or even sold. There is an obvious 
expectation that they will become decipherable in the future.  
27

33.	 Standards on consent regarding neural data are extremely relevant in this context 
and existing international and domestic data frameworks may not be satisfactory as they 
present loopholes in protection in relation to mental data. This is the direct consequence of 
other developments such as big data, or data-driven business models, where consumers are 
drove into exchanging their data for the use of services on voluntary basis.  
28

34.	 NTs pose new privacy and data protection challenges that add to the unresolved 
existing ones. The specificities of brain data may require an adaptation or selection of those 
principles and standards that are particularly relevant in the use of NT. Actually, the main 
dilemma is that such sensible data is needed for the development of advanced NT, such as 
BCIs, as such personalized data is essential for the proper functioning, calibration and 
optimizing the performance. Understanding what situations justify limitations to this right 
and how this may affect freedom of thought may be relevant, particularly in view that the 
different types of NT may allow different degrees of interference on privacy. In this 
context, there might be a need of protecting against the unconsented intrusion by thirds 
parties as well as reinforcing consent requirements particularly against unauthorized 
collection and processing of brain data. 


Personal integrity 


35.	 While not explicitly enshrined in the ICCR nor the ICESCR, this right is protected 
by Art. 1 UDHR and Art.17 CRDP and incorporated in other rights such as the prohibition 
of torture and other cruel, inhuman or degrading treatments. It implies both a right to bodily 
and to mental integrity and protects from arbitrary alteration, modification or manipulation. 
Case-law and doctrine have predominantly focused on bodily integrity and therefore there 
is a need to further developing standards on mental integrity. However, this right serves as a 
barrier against actions causing physical or mental harm. More precisely, mental integrity 
would ensure individual’s control over body and mind providing the basis to prohibit 
unsolicited exposure to neuromodulation procedures, even in medical context.


36.	 NT may endanger the person’s autonomous control over the body and mind. With 
advanced NT, there might be the possibility of unauthorized access to neural activity, 
leading to potential mental intrusion or manipulation. Specific concerns may arise in 
relation to NT which implies the implant of electrodes with the capacity to altering mental 
functioning. This may open new ways for manipulation and may lead to physical and 
mental damage because of misuse. 


37.	 As consequence of these inherent risks, the previous free and informed consent of 
both, patients and participants in clinical trials, about the side-effects is of utmost 
importance in relation to neuromodulation.  Such interventions may not only produce 29

	 	 Neurorights foundation (input)27

	 	 Inter-American Declaration, op.cit. Principle 4. 28

	 	 Several documents make a particular emphasis on consent to protect human dignity and integrity. At 29

the same time they introduce provisions and appropriate safeguards for uses of health-related data that 
are in the public interest, for example, for scientific research. See : Draft recommendation on the 
protection and use of health-related data (2019);  CM/Rec(2019)2 adopted by the Committee of 
Ministers of the Council of Europe, 27 March 2019. 

9

https://www.ohchr.org/sites/default/files/Documents/Issues/Privacy/SR_Privacy/DraftRecommendationProtectionUseHealthRelatedData.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Privacy/SR_Privacy/DraftRecommendationProtectionUseHealthRelatedData.pdf


A/HRC/AC/31/CRP.1

effects on the body and the psychological sphere but also affect mental health, or altering 
the individual personality, psychological balance or sense of the self-identity. Sometimes is 
argued that complying with these rules may be challenging in the case of consumer-
oriented devices. Providing consumers with information on risks may not be possible due 
to the innovative nature of these technologies and the uncertainty over their long-term 
effects on mental health and the cognitive and affective processing.  
30

38.	 Personal integrity may be violated when neurointerventions are carried out without 
free and informed consent. Human rights standards in relation to medical practices and 
coercive treatments in psychiatric would apply also in relation to neurointerventions, in 
view of violations indicates that persons with disabilities may be particularly exposed. 
States have the obligation to guarantee everyone “the right to choose or refuse the treatment 
they want with the full knowledge of the risks and benefits of the relevant treatment.” 
Limitations may, however, apply and thus clearer standards regarding consent are required 
in relation to NT.  
31

39.	 Preserving mental integrity would require establishing boundaries to ensure that 
individual’s mental processes are not subject to manipulation or coercion without their 
informed consent. DBS patients have reported having feelings of changed sense of agency 
and identity and thus, ensuring psychological continuity may be an important element.  It 32

is argued that individuals should be protected from unconsented external NT interventions 
that may alter personal identity and the continuity of their mental life particularly in some 
contexts. Mandatory personality changing interventions could be justified for example on 
national security grounds; brain interventions aimed at reducing the need for sleep, for 
example, are already being pursued in the military context while others being researched 
aimed at reducing emotions and empathy.  
33

Right to health 


40.	 While the development of NT applications for medical purposes holds great 
prospects, in particular for persons suffering from neurological and psychiatric disorders, 
they may also be used in violation of the right to health which is enshrined by art. 12 
ICCPR and art.25 CRDP. A specific problem that may arise in connection with NT is the 
lack of security of certain types of NT that may be currently being used or may be 
introduced in the future without following strict safety and security controls. 


41.	 The prohibition of discrimination in access is another important component. When 
used to assist persons in gaining physical or mental autonomy accessibility to NT may be 
question of dignity. However, access to cutting edge health technology, are subject to the 
principle of progressive realization as provided by Art. 12 ICESCR. States undertake 
measures to progressively provide access to neurotechnologies but just in case of medical 
need and provided that the technologies are safe and reliable.  These treatments are often 34

	 	 K.E, Ojemann, J., ‘Informed consent in implantable BCI research: identification of research risks and 30

recommendations for development of best practices’, J. Neural Eng. 2016;16;4.

	 	 E/C.12/GC/25, par. 44. 31

	 	 M. Ienca & R. Andorno, ‘Towards New Human Rights in the Age of Neuroscience and 32

Neurotechnology’, 13 Life Sciences, Society and Policy (2017); But see: S.Ligthar (input) 

	 	 M. N. Tennison, J. D. Moreno, “Neuroscience, Ethics, and National Security: The State of the Art”, 33

March 20, 2012. 

	  	 Despite the access of healthy people to neuro-enhancement if often framed in terms of ‘equality’ and 34

‘democratization’, a human rights approach would require that access be granted primary to those in 
need.
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costly, require highly specialized surgeries and may not always be covered by public health. 
In case of implants controlled by BCIs software, updates may be necessary as well as 
model calibration and hardware changes. Patients may require long-term care and support 
and follow-up. The right to the enjoyment of the highest attainable standard of physical and 
mental health would not in principle require facilitating access to brain stimulation and 
other techniques which are not medically prescribed. 
35

42.	 International standards tend to reinforce the protection of certain particularly 
vulnerable persons and whose consent is subject to enhanced standards and control also in 
the framework of medical research. According the HRC “special protection in regard to 
such experiments is necessary in the case of persons not capable of giving valid consent, 
and in particular those under any form of detention or imprisonment”. Such persons should 
not be subjected to any medical or scientific experimentation that may be detrimental to 
their health, even with their consent.  
36

B. Particularly vulnerable groups and settings


43.	 Specific groups already suffering structural discrimination and people marginalized 
or in an economic and social disadvantaged position will be the most at risk of early 
misuses and abuses of unsafe technologies which may easily elude adequate oversight and 
accountability. In general, vulnerable groups may face challenges in accessing NT, 
understanding the risks involved, and having a voice in shaping regulations and policies. 
Unscrupulous actors may take advantage of those who are desperate to seek solutions or 
improve for their conditions. Future use of NT may likewise be exacerbated in certain 
situations or settings where individuals may be particularly exposed to direct or indirect 
coercive uses. Where sector-specific risks arise, more clear and targeted standards may be 
necessary to reinforce protection. 


Persons with disabilities 


44.	 Persons with disabilities may exposed to harm in this context, as it has been 
observed there is “a power imbalance between people with disability seeking treatment or 
improvement of life and those that develop deploy and maintain the products”.  
37

45.	 The development of NT without proper ethical guidelines and monitoring may 
expose persons with disabilities to undue psychological risks and the improper use to 
unintended psychological consequences. Medical necessity may never be used to justify a 
treatment practice that induces severe emotional or physical pain. Concerns arise 
particularly if intrusive and irreversible, non- consensual treatments are performed on 
patients with disabilities and other marginalized groups. In this regard, human rights bodies 
have recalled the prohibition of torture and ill-treatment must extend to such cases.  38

Particularly persons with psychosocial disabilities may suffer new forms of discrimination 
and stigmatisation. The development and utilization of NT may not prioritize their needs 
preferences, and rights; this may reinforce existing discriminatory ideologies that 

	  	 Claims to introduce a “right” to access to ‘enhancement’ neurotechnologies as a positive obligation 35

may not be justified under the current circumstances without a medical need.  J.M. Muñoz and D. 
Borbón, ‘Equal access to mental augmentation: Should it be a fundamental right ?’  Brain Stimulation 
16 (2023).

	  	 GC n. 20, par. 7.36

	 	 Australian HRC (input)37

	 	 A/HRC/22 (2013) para. 3238
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perpetuates stereotypes, and devalues individuals with disabilities (ableism). Their 
involvement in the design process should be ensured and accessibility promoted in order to 
avoid their stigmatization or objectification.  
39

46.	 The CRPD provides a framework that cannot be departed. However, reports show 
how these persons are too often discriminated, including in the context of medical or 
scientific procedures, research and experimentation. Domestic legislation does not always 
contain proper guarantees ensuring that they provide free and informed consent prior to any 
medical or scientific procedure, nor provide persons with disabilities with access to the 
support they may require in exercising that right. In the context of medical or scientific 
procedures, research and experimentation, they may not have access to prompt and 
effective remedies to protect their rights to life and personal integrity; prevention strategies 
and interventions are not always respectful of their inherent dignity and rights.  
40

Children 


47.	 Because of the particular plasticity of their brain, which is not completely 
developed, children and adolescents may be particularly vulnerable to an early use of 
applications such as neuro-gaming. A great percentage of BCIs’s video games’ users will be 
minors but the impact of NT on their cognitive development and long-term health is still 
not well understood. This makes them particularly vulnerable to potential risks of 
unintended consequences. Issues related to informed consent and autonomy also become 
more complex as they may not be fully comprehends the implications of using such 
technologies. 


48.	 Surveillance devices may put particularly at risk the integrity of women and children 
if used as a new tool for mental and physical abuse. Examples showcase how EEG devices 
can be used to monitoring student’s attention levels and students’ level of focus and 
engagement. Despite the test of headband performing such functions carried out by a US 
company in a primary school in China generated heated debates and controversies the 
product continues to be available in both countries. Similar devices are also offered as 
“emotion brain training system”.   
41

49.	 Apart from the potential negative effects of NT on personal development and 
identity formation children are particularly vulnerable manipulation on their preferences 
and thus, their over exposition to neuro-marketing may be problematic.  Businesses may 42

target children using those or other techniques designed to prioritize commercial interests 
over those of the child. 


50.	 Particularly neuro-education devices should be conceived from the inception phase 
the risks and negative impacts that new applications may have on the realization of 
children’s right, including their right to free development and education. 


Older persons


51.	 Older people may benefit from advances in NT but are susceptible to exploitation or 
may be coerced to their use. Older persons must be able to weigh the risks and the concrete 

	 	 iCure Health International (input) 39

	 	 A/HRC/43/41,76.40

	 	 See: Leo Lin, ‘BrainCo’s FOCUS Headband: Brain Scan or Brain Scam?’, 3 December 2019; https://41

www.focusband.com/

	  	 Neuromarketing is the study of the cerebral mechanisms likely to intervene in consumer behaviour 42

and decision making. E. Harrell, ‘Neuromarketing:  What You Need to Know’, 23 January 2019. UN 
Doc. CRC/C/GC/25, 2 March 2021par. 42.
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benefits of the technology. In principle, concerns relate to the protection of privacy, 
autonomy and consent are prominent will outweigh the potential benefits of using NT 
devices for “monitoring” purposes.  
43

Workplace


52.	 At the workplace, the use of NT is being promoted with the aim of improving the 
worker’s motivation or to enable people to work in more extreme conditions.  They may 44

likewise very quickly proliferate for other less desirable uses, for example, as modern 
surveillance tools. Devices that can monitor employee’s focus and productivity levels, and 
detect whether workers are vigilant and attend their task are being already marketed.  45

Thus, determining what types technologies should be considered as disproportionately 
intrusive or unacceptable forms of surveillance seems critical. As it has been observed, the 
use of brain wearables in the workplace carries implications beyond safety, productivity, 
and employee stress, as it directly relates to the dignity of workers. The mere goal of 
increasing productivity does not seem sufficient to justify this technology alone. Even if 
admitting that the use of this technology could be justified on the basis of the potential 
interest of workers’ safety it cannot be neglected the impact that such measure may have on 
the worker’s fundamental rights.


Military


53.	 Military applications of NT raise particular concerns as in such an extremely 
hierarchical setting, military personnel may be coerced to use them for enhancement 
purposes and in the battlefield. Military research agencies are actively pursuing brain 
stimulation technologies for modulating cognitive functions, such as memory and learning, 
making critical the definition of the limits of exporting and modulating brain function for 
military.  Some devices can be used to enhance soldiers’ physical, cognitive and emotional 46

capacities, or permitting neural control of weapons.  Advanced BCIs could augment 47

soldiers’ combat abilities in different ways, either physically through the use of 
exoskeletons or cognitively through heightened awareness and control of their emotions. 
Additional ethical, political and legal concerns are linked to the possibility of using NT for 
offensive purposes.  The incipient practice tends to show that despite the exceptionality of 48

	  	 This issue was discussed by the US National Science and Technology in its report ‘Emerging 43

technologies to support an aging population’, March 2019. 	

	 	 E. Muhl& R. Andorno, ‘Neurosurveillance in the workplace: do employers have the right to monitor 44

employees’ minds?,  Front. Hum. Dyn., Vol.5 (2023)

	 	 They may be misused to monitor employees’ brain activity or event punishing employees for inferred 45

thoughts. A/76/380, par. 69. 

	 	 The US DARPA does not hide that aims at developing « super soldiers » since “soldiers with no 46

physical, physiological, or cognitive limitations will be the key to survival and operational dominance 
in the future.”; A. Henschke, “Super-soldiers”: ethical concerns in human enhancement technologies: 
Humanitarian Law and Policy blog, 3 July 2017; S. Salardi, ‘Human enhancement technologies: 
ethical and legal issues’, The Risks and Challenges of Neurotechnologies for Human Rights, 
UNESCO, 2003, p. 33. 

	  	 https://www.gcsp.ch/global-insights/focus-challenges-neurotechnology47

	  	 Neuroenhancements in the Military: A Mixed-Method Pilot Study on Attitudes of Staff Officers to 48

Ethics and Rules, 2022. 
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these situations, red lines should be drawn to limit the use of these technologies in the 
battlefield.  International governance frameworks may also be desirable in this field. 
49

Criminal justice


54.	 Certain States are considering forensic uses of NT as a means to support the 
accusation or to substantiate a defendant’s testimony about their state of mind on 
themoment of the alleged crime or to check the reliability of the testimonies provided at the 
trial in criminal proceedings.  Particularly neuroimaging is being explored as tool for 50

investigating the memories of suspects or witnesses, and probed for its potential as lie-
detection method. Brain wave analysis is another method which is being exploring to see if 
a test subject has knowledge of certain information. 


55.	 The lack of accuracy and in some cases the absence of scientific basis should 
challenge the use of these technologies particularly when this can lead to punishment of 
people for inferred thought, other to violate privacy.  The use of certain NT to extract 51

information from suspects or pre-trial detainees would generally violate the presumption of 
innocence; a guarantee of the due process of law which cannot be suspended at any time. It 
would constitute, in addition, an illicit infringement of the person’s mental integrity, the 
right to privacy, freedom of thought and the right against self-incrimination.  
52

C.  Human ‘augmentation’ 


56.	 Although advancements in research are reported, at the present stage of 
development of NT, the use of the term “augmentation” or “cognitive enhancement” is 
often misleading as provides in the consumer market false expectations on technologies 
whose positive results remain highly speculative and far from been demonstrated by 
scientific evidence. A rapid access to the use of such technologies outside the medical 
context at an early stage and without having a clear understanding of potential long-term 
effects may introduce new sorts of public health issues.


57.	 The idea of “augmented humans” involves a great array of concerns involved and 
has been approached with great scepticism and particular caution thus far.  Unlike 53

‘cognitive enhancement’ which is commonly used in therapeutic contexts of mental 
disorders and to address symptoms of ageing, this terminology refers to the improvement of 

	 	 In 2020, the French Defence Ethics Committee adopted a note on the subject of the augmented soldier 49

which seems to be the position officially adopted by France. The US t has still not established a clear 
ethical position on its development and use of augmented soldiers. Other Anglo-Saxon countries (UK, 
Canada, and Australia) are beginning to debate on the subject. P. Bourgois, ‘Super-soldiers: 
augmented humans in wartime’, Polytechnique Insights, 2022.

	 	 S. Smiley, ‘'Brain finger-printing' could soon be used as evidence in Australian courts’, 23 June 2017; 50

P. McGorrery, ‘Mind-reading technology is a thing — but it shouldn't be used to fight crime and 
terrorism’, 25 September 2017.

	 	 A/76/380, par. 68.51

	 	 The use of evidence obtained through non-reliable NT devices could amount to an act of torture. Ibid 52

par. 56.

	  	 Report of the International Bioethics Committee of UNESCO (IBC) on the ethical issues of 53

neurotechnology, SHS/BIO/IBC-28/2021/3 Rev. Paris, 15 December, 2023, p. 37. 
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cognitive capacities of healthy people who do not present any neurological or psychiatric 
disorders or disease.  
54

58.	 International expert bodies recommend keeping the focus on the main purpose of 
these developments, which is to preserve or improve human autonomy and thus promote 
the overall well-being helping people ‘to lead a dignified, heathy, productive, and 
autonomous life’. As consequence, it is generally advised to restrict the enhancement of 
cognitive abilities to an exclusive therapeutic application. States should thus keep vigilant 
towards such developments and establish clear limits and enhanced control at the national 
level. 


59.	 This situation may quickly change. Increasing investments in the field and 
advancement in research may bring progressively social tolerance and make pressure to 
force a paradigm change and the establishment of a new baseline of cognitive capacity 
amongst individuals in education, business and military. 


IV.Addressing the challenges to maximize the opportunities


Opportunities : 
55

60.	 Improved healthcare and rehabilitation - NT can revolutionize healthcare by 
providing new tools for diagnosing and treating neurological disorders and mental health 
conditions by offering more precise and personalized therapies, leading to better outcomes 
for patients with neurological disabilities. 


61.	 Enhanced communication and accessibility - NT may offer innovative solutions for 
individuals with communication impairments, such as those locked-in syndrome or speech 
disorders. BCIs could enable them to communicate and interact with the world more 
effectively. 


62. 	 Assistive devices for people with physical and cognitive disabilities - NT could lead 
to the development of advanced assistive devices that improve the mobility and autonomy 
of persons with cognitive and physical disabilities, enhancing their ability to participate in 
society and exercise their rights. 


63.	 Neuro-education and learning - NT have the potential to enhance learning and 
cognitive capacities, benefiting education systems and enabling individuals to access 
knowledge and information more effectively. 


64.	 Pain management - NT offer new possibilities for managing chronic pain and 
neurological conditions, potentially improving the quality of life for individuals suffering 
from pain-related disabilities. 


65.	 Research and understanding the brain - Advancement in NT can deepen our 
understanding of the brain and cognitive processes, leading to insights that could inform 
policies, interventions and support for human rights. 


66.	 Neurodiversity and acceptance - A better understanding of the neurodiversity of 
human brains may lead to increased acceptance and appreciation of diverse neurotypes and 
cognitive abilities, reducing discrimination and stigma against individuals with 
neurological differences. 


Challenges: 


	 	 N. Al-Rodhan, “Inevitable transhumanism? How emerging strategic technologies will affect the 54

future of humanity. Center for Security Studies, blog, 29 October 2023.

	 	 Ienca (input) 55
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67.	 Privacy and data security - As NT collect and process sensitive neural data, there is 
an amplified risk of privacy breaches and unauthorized access to an individual’s though, 
emotions and mental states. Ensuring data security measures and clear regulations to 
protect individual’s neural information becomes crucial. Individuals can lose control over 
brain data by consenting to the collection of their data without being adequately informed; 
or because consent has been provided to the processing of data for certain purpose but can 
be reused or as result of coercion, for example at the workplace or in an interrogation 
context.  


68.	 Informed consent and autonomy - Obtaining informed consent in the context of NT 
can be challenged due to the complexity of the technology and the potential for unknown 
long-term effects. There is a risk that individuals may not fully understand the implications 
of using these technologies and may unknowingly surrender control over their cognitive 
processes. 


69.	 Neuroenhancement and Equality - If technologies are used for cognitive 
enhancement, it could lead to social disparities. Access to these enhancements might be 
limited to certain privileged groups, exacerbating existing inequalities and creating a sort of 
“cognitive divide” between those who can afford enhancements and those who cannot. 


70.	 Neuromarketing and manipulation - Consumer-oriented NT designed for marketing 
or advertising purposes may raise concerns about manipulation. If business can tap into 
consumers’ neurological responses, there is a risk of exploiting vulnerabilities and 
influencing decision-making without individuals’ awareness, hence violating their mental 
integrity. 


71.	 Ethical use and misuse - The misuse of NT, whether for illicit surveillance, 
unauthorized behavioural influence, or other malicious purposes, poses serious ethical 
quandaries. Striking the right balance between beneficial uses and potential harm becomes 
crucial in regulating their development and deployment. 


72.	 Potential for coercion and control - NT could be misuses to manipulate or control 
individuals against their will, leading to potential abuses in areas like marketing, criminal 
justice, interrogation, or military application. 


73.	 Long-term health implications - The long-term effects of using NT on the brain and 
overall health are not yet fully understood. There might be unforeseen risks and health 
consequences that could emerge over time, warranting careful monitoring and research. 


74.	 Implementation of the human rights framework by developers and accountability.  


A. International policy initiatives 


75.	 In 2019, OECD adopted a “Recommendation on Responsible Innovation in 
Neurotechnology” which was the first attempt of setting a common playing field for public 
and private actors in the medical sphere. Despite its non-binding character, this approach 
has been widely accepted as these principles may help to develop safer and more reliable 
systems and in increasing preparedness to deal with unintended consequences. Also the 
UNESCO through its International Bioethics Committee has played a major role in this 
process. This organization has provided extremely valuable insights on the ethical issues 
linked to NT and may be fundamental in the area of education and may be crucial in 
creating a level playing field and understanding among cultures.  It is currently embarked 56

	  	 UNESCO, “Report of the International Bioethics Committee of UNESCO (IBC) on the Ethical Issues 56

of Neurotechnology”, 2021. 
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in a standard-setting process of a “Recommendation on the Ethics of Neurotechnology” to 
be finalized in November 2025.  
57

76.	 The most concrete initiative linking NT with human rights protection comes from 
the OAS where the Inter-American Juridical Committee has adopted an ‘Inter-American 
Declaration of Principles Regarding Neuroscience, Neurotechnologies, and Human Rights’ 
in 2023 . It includes a set of ten general principles that relate to identify, autonomy and 58

privacy of neural activity, protection of human rights in the design of NT, neuro data, no 
discrimination and equal access, exclusive therapeutic application with respect to 
enhancement cognitive abilities, neurocognitive integrity, transparent governance and 
supervision and control of NT and access to effective protection and to remedies associated 
with the development and use of NT.


77.	 As part of its Strategic Action Plan on Human Rights and Technologies in 
Biomedicine (2020-2025), the CoE intends to assess the relevance and sufficiency of 
existing human rights to face emerging threats and, in alternative, other forms of good 
governance that may be better suited for regulating this technology.  Also, in October 59

2023, the Telecommunications and digital EU Ministers promoted a “Declaration on 
European neurotechnology” aimed at balancing fruitful innovation and a responsible rights-
based approach to the development of NT.


78.	 All these documents offer an incipient but important guidance to States and 
contribute to underline the important role that human rights may play throughout national 
policies and strategies, also in what concerns private actor’s duty of due diligence. 


B. National legislation, regulation and policies 


79.	 At the national level normative responses to human rights impacts and challenges 
posed by neuro-technologies are still incipient and respond to a variety of approaches 
providing a quite incoherent framework as very different solutions have been developed. 


80.	 A first approach to regulation is the introduction of hard law through constitutional 
and legal provisions. In the case of Chile the Constitution was amended to explicit the 
protection of the right to mental integrity and mental privacy while a draft implementing 
law includes criminal provisions and sanctions to avoid misuses. Also in the American 
Region, special laws on neuroprotection and ethical application of neurotechnologies are 
being discussed by the Parliament in Ecuador, while the Latin American and Caribbean 
Parliament (Parlati-no) in 2023 adopted a “Model Law on Neurorights”. 


81.	 Other countries are undertaking sectorial amendments to existing laws to reinforce 
the protection of mental data such in Brazil, where an amendment to the General Law on 
the Protection of Personal Data to specifically protect neurodata and reinforcing consent 
requirements. In France, a law related to Bioethic supplements the Public Health Law to 
allow the possibility of prohibiting by decree any activities of modification of cerebral 
activity that may represent −or are suspected of represent− a serious danger to human 
health. 


	 	 Resolution 42 C/29, (2023)57

	 	 CJI/RES. 281 (CII-O/23) corr.1. 58

	 	 Committee on Bioethics of the CoE, “Strategic Action Plan on Human Rights and Technologies in 59

Biomedicine (2020-2025)”, Adopted by DH-BIO, 16th meeting (19-21 November 2019), par. 7. It has 
commissioned the report: M. Ienca, “Common Human Rights Challenges Raised by the Different 
Applications of Neurotechnologies in the Biomedical Field”, CoE, October 2021. 
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82.	 Non-binding documents, such as the ‘Spanish Charter of Digital Rights’  60

contributes to set the basis to shape future legislative developments in the field. France has 
also adopted a “Charter for the Responsible Development of Neurotechnologies” 
envisaging both medical and non-medical applications with the purpose of strengthening 
trust and protect patients and consumers against potentially abusive and malicious uses 
leading to loss of cognitive freedom or a breach of confidentiality of the personal brain data 
collected.


83.	 The US has a much more prominent market-oriented regulatory approach which 
leads to a patchwork of regulations aimed at ensuring the safety and security of devices 
depending on whether they are for medical or non-medical use and the level of risk 
represented. On the basis of the self-assessment made by manufacturers the authoritative 
body (DFA) will carry a more or less stringent review to assess the safety and efficacy of 
those presented as medical. Non-medical devices are regulated by consumer laws. A 
shortcoming of this system is that, allegedly, incentivises the presentation of devices as 
wellness devices in order to evade stricter safety and privacy requirements. 


84.	 In the EU, a similar model has been followed and the strict dual classification and 
self-declaration of manufacturers may leave outside of the scope of the medical regulation 
certain types of NT such as non-invasive neuroimaging devices.  The AI EU Act is also 61

relevant. Risk of misuse in violation of human rights are acknowledged but still, the 
regulation presents loopholes and authorized uses on exceptional basis may lead to human 
rights negative impacts or even violations at scale.  In the framework of the EU-US Trade 62

and Technology Council, the US and the EU have established a working group on “Misuse 
of Technology Threatening Security and Human Rights”.  This common commitment not 63

only provides a proof of the risks that the deployment of these technologies may entail but 
also highlights the importance of promoting human-rights approaches in governance and 
cooperation frameworks. 


85.	 Despite this emerging practice, it may be found that in facing the big challenges 
posed by these technologies, isolated and fragmented responses that may not suffice to 
effectively protect human rights if do not have a minimum degree of consistency and 
coordination. A soft-law instrument to mainstream human rights approach and providing 
guidance would provide a sort of cohesion among the national responses. It will provide a 
basis for national and international human rights bodies to oversight public policies and 
guidance to national authorities and ultimately foster a coordinated approach in face of 
these new challenges. 


V. 	 Building a human rights protective framework to address the 
risks


86.	 If the irruption of these technologies is seen as a necessary or even unavoidable 
milestone, then, protecting human dignity and democracy is a must. In our globalized 
world, where many complex challenges remain unresolved, the effects of a too-rapid 

	 	 Section XXVI.; https://www.lamoncloa.gob.es/presidente/actividades/Documents/2021/140721- 60

Carta_Derechos_Digitales_RedEs.pdf 

	 	 Gaps in this regulation have already been identified. M. Sosa & S. Dura-Bernal, “Human Rights 61

Systems of Protection from Neurotechnologies that Alter Brain Activity”, Drexel Law Review, 2023. 

	 	 OHCHR, “Open Letter from the United Nations High Commissioner for Human Rights to European 62

Union institutions on the European Union Artificial Intelligence Act (“AI Act”)”, 08 November 2023. 

	 	 https://digital-strategy.ec.europa.eu/en/library/technology-outcomes-ttc-december-2022 63
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implementation of such disruptive technologies are not difficult to predict: without 
adequate governance frameworks risks of misuses and abuses will inevitably increase and, 
in the worst scenario, may become unmanageable. Human rights approach and institutional 
system is a piece of a complex NT governance framework, but arguably a crucial one.  


87.	 The HRC should reflect in cooperation with the OHCHR in cooperation with the 
UN Secretary-General's Envoy on Technology on how the human rights system could 
improve its coordination as to more rapidly address challenges posed by disruptive 
technologies, i.e. providing clear guidance to States on potential impacts while monitoring 
policies and effectively responding to violations. This will require a more focused 
coordination among the special procedures and also between them and the treaty bodies as 
to elaborate coherent policies and strategies and provide more agile responses to all human 
rights issues arising in connection with the eminent deployment and use of NT. The final 
goal should be facilitating the development of a coherent framework of standards and 
guidelines and build-up a consistent HR approach towards this technology.  


A. New human rights or evolving interpretation?	 


88.	 HR instruments allow for extensive interpretations. However, whether this evolving 
interpretation will solve all the problems that may arise in connection with 
neurotechnologies is a question that scholars have discussed over the past years. It is in this 
context, that the term “neurorights” was coined as an umbrella concept to refer to those 
areas where protection is blurred and where human rights impacts by NT are reasonably 
expected. Four core new protections should be introduced, according to proponents, to 
better protect individuals against threats posed by emerging neuro-technologies and that 
can already being advanced: cognitive freedom, mental privacy, mental integrity and 
psychological continuity.  These are in effect areas that, as shown in the analysis, despite 64

would fall under the scope of existing human rights, raise concerns in light of the 
advancement of NT because specific standards of protection are to be deduced from 
analogous existing practice or because so far they are not clearly and expressly recognized 
in any international instrument.   
65

89.	 The proposal to introduce new rights to cover the identified “gaps” has led to a vivid 
discussion on what should be the best way to reinforce mental protection under the human 
rights framework. Some scholars argue that all these grey areas could be better covered 
through an extensive interpretation of existing core rights and that as result such norms 
should not be advanced as a new set of human rights but rather as implementation 
standards. Be as it be, the merit of the ‘neurorights’ initiative has to be acknowledged, as it 
has put under the spotlight the human rights impacts of NT and triggered a very rich 
multidisciplinary debate among scholars.  If a common ground can be found, this is that 66

the scope and interpretation of existing rights appertaining to the inner sphere should be 
better shaped in the light of the challenges posed by NT. Both approaches converge in 
acknowledging the relevance of human rights framework and in highlighting the absence of 
authoritative documents to provide guidance or clarification. The approval of a soft-law 

	  	 M.Ienca & R. Andorno, ‘Towards New Human Rights in the Age of Neuroscience and 64

Neurotechnology’, 13 Life Sciences, Society and Policy (2017); R. Yuste & S. Goering et al., ‘Four 
Ethical Priorities for Neurotechnologies and AI’, 551 Nature, 159, pp. 161-162 (2017)

	  	 J.C. Bublitz, “Novel Neurorights: From Nonsense to Substance”, Neuroethics (2022), 15:7.   65

	 	 The Neurorights Foundation has played a prominent advocacy role, also in guiding States towards the 66

adoption of national legislation to protect “neurorights”. 

19

https://neurorightsfoundation.org/
https://lsspjournal.biomedcentral.com/articles/10.1186/s40504-017-0050-1
https://lsspjournal.biomedcentral.com/articles/10.1186/s40504-017-0050-1
https://www.nature.com/articles/551159a
https://www.nature.com/articles/551159a
https://link.springer.com/article/10.1007/s12152-022-09481-3


A/HRC/AC/31/CRP.1

document to protect the human brain and mind could be seen as the corollary of all this 
process. 


B. Towards a new human rights instrument?	 


90.	 The initial proposal of integrating a ‘new’ category of rights pertaining to the 
protection of the individual’s brain and mind by amending the UDHR or other existing 
treaties to include them.  This ambitious proposal has raised reservations: an amendment 67

to the Declaration would risk be counterproductive and could end up by eroding the legal 
value of such an overarching document which has gained universal support. A proposal of a 
new binding document, be a new core treaty or a protocol to the ICCPR, would be more 
feasible if compelling reasons for crafting a new binding document do exist.  


91.	 However, the concretization in a written document of the main applicable principles 
and standards is generally advised. Such international instrument could provide guidance 
and be transposed or adapted by States into their own legal framework. This would bring 
legal certainty to all relevant actors and be useful for advocacy and providing more 
coherence to the approach. States should have a clearer picture regarding their obligations 
and could adopt those domestic measures which are needed as a matter of priority; 
developers would be aware of the prohibitions and potential sanctions against the misuses 
and individuals would be more easily get access to justice to claim respect for their rights.


92.	 The added value of adopting a new set with specific guiding principles and 
standards related to neurotechnologies would be providing the bases to concretize the more 
extending protection to certain issues that may not be clearly or sufficiently covered under 
current international human rights law. Looking at the main challenges posed will allow 
also identifying other areas in which regulations need to be reinforced by appropriately 
including the human rights perspective.


93.	 In his 2021 report, the SR on freedom of religion or belief has recognized that the 
right to freedom of thought is relatively underdeveloped and that “for States as duty-bearers 
and individuals as right holders, further clarity on the legal concept and scope of freedom 
of thought is desirable in helping to respect, promote and fulfilled this fundamental right”. 
He encouraged States to engage with the UN human rights system where appropriate “in 
helping to clarify the legal content and scope of freedom of thought”; he also recommended 
“to consider the capabilities of existing and emerging technologies to violate freedom of 
thought and either adopt or update legal and policy safeguards to prevent such potential 
violations”.   
68

VI.Conclusion


94.	 In this report, the AC provides an overview of the challenges and after presenting 
national and international existing initiatives, framed the steps it considers should be taken 
by both the HRC and the States as to develop a meaningful human rights framework 
oriented to maximize the opportunities of NT while minimizing risks of misuses and 
abuses. The following findings can be drawn from our analysis: 1) The way in which NT 
impact human rights is unique; 2) Actions should be taken as a matter of priority to 
integrate human rights approach in all policies; 3) HR framework provides an adequate 
principled-based framework which is flexible enough as to address main challenges posed; 

	 	 This proposal was endorsed by the EP in 2022 (2020/2266(INI), par. 247.67

	 	 A/76/380, par. 96 and 97 (c) and (d). 68
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4) There is a need to develop the applicable standards as to adapt them to such new 
challenges, particularly to determine the scope of State’s obligations in relation with the 
forum internum; 5) An international document containing relevant human rights standards 
and interpretative principles would be an important guidance for national policies and 
would allow to undertake a concerted and coherent approach across the world. 


95.	 At the 2023 UNESCO’s International Conference on the Ethics of Neurology, the 
UNSG said that: “We must safeguard ethical standards and ensure the full protection of 
human rights. This means robust standards for mental integrity, mental privacy, and mental 
freedom. And it means stronger and clearer guidelines governing the application of 
neurotechnology”.  These three dimensions could thus be explored as core attributes of the 69

freedom of thought and also in relation with other relevant rights with a view of defining 
those aspects that should be considered as an essential part of this absolute freedom, taking 
into consideration particularly vulnerable groups. The document can take the shape of draft 
guiding principles to facilitate a human rights approach to NT and may include references 
to the main sources and a brief explanation. 


96.	 As the main UN human rights intergovernmental body, the HRC is advised to seize 
the momentum created by this study and consider granting the AC with a new mandate to 
pursue this line of work. The proposed set of principles could be ready for submission in a 
year time.


VII.Recommendations


97.	 On the basis of the preceding analysis, the following recommendations are 
submitted for the consideration of the HRC, States, UN bodies and relevant stakeholders:  


A. 	 Human Rights Council 


98.	 Provide the AC with a follow-up mandate to develop a set of guiding principles on 
the application of the human rights framework to NT, with a particular focus on the 
protection and facilitation of the freedom of thought and interlinked rights, to be submitted 
to the HRC on September 2025 (60th session).  


99.	 Appoint a specific special procedure on emerging technologies to oversight national 
legislation and policies in relation with the implementation of NT to ensure that human 
rights approach is duly integrated. 


B. 	 Member States 


100.	 Develop an adequate regulatory and protective framework in view of the 
particularities of these emerging technologies; Adopt measures to ensure that the national 
normative framework, including civil, criminal and labour laws, is ready to deal with the 
new challenges posed by NT, also by developing institutional mechanisms capable of 
anticipating and oversight potential human rights violations; consider to reinforce NHRI 
competences to that end.


101.	 Take active part on debate about the governance of NT and, where necessary, 
consider the adoption of international treaties, protocols or amendments to existing 
instruments to prohibit or establish a moratorium on technologies that pose an unacceptable 

	 	 https://articles.unesco.org/sites/default/files/medias/fichiers/2023/07/neuroethics_un_sg_message.pdf 69
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risk of misuses and abuses, including irreversible damage, and lead to disproportionate and 
unnecessary impacts and violations on human rights.


102.	 Ensure that persons with disabilities have preferential and equal access to safe and 
reliable NT under affordable conditions and that their rights are protected in practice 
particularly from negative human rights impacts and misuses in the development and 
implementation; and that national framework is aligned with the objectives and general 
principles contained in CRPD.


103.	 Ensure that consent in the case of neurological interventions is always free, 
informed, real, transparent, and effective and never assumed; adopt measures to ensure that 
persons with disabilities and other vulnerable groups in this context, such as people with 
mental illness, defendants in criminal procedures and convicted offenders are not subject to 
non-consensual medical treatment and experimentation. 


C. OHCHR


104.	 Develop of a specific programme to deal with human rights impacts from new 
emerging technologies and an adequate framework to conduct assessments.  


105.	 Redouble efforts as to provide public opinion and the private sector with a better 
understanding on the importance of including the human rights approach in the global 
discussion around the development and implementation of NT; adopt a concrete strategy to 
ensure that the consideration of such approach is standardized in international policies, 
while developing adequate narratives to that end; liaise with the Office of the UN SG envoy 
on emerging technologies and ensure coordination with relevant organizations and 
agencies, notably the UNESCO.


D. UN Treaty bodies 


106.	 Update the General Comment on freedom of thought (art. 18 ICCPR) to specifically 
address the protection of forum internum (Human Rights Committee). 


107.	 Elaborate a General Comment on mental integrity (art. 17 CRPD) (Committee on 
the Rights of Persons with Disabilities).


E. HRC Special Rapporteurs 


108.	 Develop report on the State’s obligation to favour an environment for the enjoyment 
of the freedom of thought (freedom of religion or belief). 


109.	 Develop a report on the impact of NT on the right to mental health (right to the 
enjoyment of the highest attainable standard of physical and mental health). 


F. NT Business enterprises 


110.	 Integrate the human rights approach in all phases of design, development, test and 
deployment of NT and in accordance with the UN Guiding Principles on Business and 
Human Rights; conduct risks assessments on actual and potential human rights impacts, 
both direct and indirect, during all phases of business operations.
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ANNEX I


More prominent medical applications of neurotechnologies 
70

Mapping and investigating brain functioning and activity


1.	 Various imaging techniques commonly used for diagnosis allow mapping the 
structure of the brain by measuring electrical activity. Techniques such as 
electroencephalogram (EEG), functional magnetic resonance imaging (fMRI) and positron 
emission tomography (PET) serve to provide insight into the brain functioning and do not 
require surgical sensor implantation. For more accurate information on brain activity 
patterns invasive techniques, such as electrocorticography (ECoG), are more adapted. They 
allow for a more meticulous tracking of the brain but imply risks as they require placing 
electrodes directly on the brain’s surface.  
71

2.	 Advanced neurotechnologies are progressively focusing on the brain functioning 
(functional) neuro-imaging. These are driven by potential applications in the cognitive 
science field, where researchers have develop sophisticated decoding algorithms that would 
allow making inferences on cognitive and affective processes bypassing the observation of 
overt individual behaviour. For example, based on fMRI recordings, researchers have 
managed to rudimentary reconstruct the images that participants were looking at while 
watching videos.  
72

3.	 Despite these methodologies are still at their early stages and lack of accuracy, 
exploratory research points to the potential future applications of neuro-imaging. The 
recording of brain activity matched with AI abilities may be used to extract patterns out of 
large quantities of data and decoding the information extracted as to make inferences about 
the individual’s mental states. Studies suggest that as their accuracy increases neuroimaging 
technologies will be boosted towards this process of “reverse inference” and will embrace a 
large spectrum of mental states, including memories, semantic knowledge, emotions, 
dreams, inner speech and intentions.


Healing neuronal diseases and mental disorders (neuro-rehabilitation) 


4.	 Neuromodulation technologies are widely used for medical purposes. They rely on 
electric currents, light, ultrasounds or magnetic fields to intervene into the neuronal circuits. 
Deep Brain Stimulation (DBS), an invasive implanted method, has been successfully used 

	 	 This classification builds on: P. Hetzel, ‘Neurotechnology: Scientific and ethical challenges’, 70

Assemblée National (France) Science and Technology Briefings, N. 32, January 2022.  

	 	 EEG monitors electrical currents in various brain regions, fMRI infers brain activity from blood-71

oxygen levels, and PET uses administered radioactive substances for imaging. 

	 	 Nishimoto, S., et al., Reconstructing visual experiences from brain activity evoked by natural movies, 72

Curr Biol. 2011;21;19:1641–1646. 

23

https://www2.assemblee-nationale.fr/content/download/481455/4686960/version/1/file/OPECST_2022_0032_neurotechnologies_eng.pdf


A/HRC/AC/31/CRP.1

in treating certain pathologies particularly in patients with Parkinson’s disease.  However, 73

this method is used as a second-line treatment requires the extremely accurate implantation 
of two electrodes in the brain.  Neurostimulation through non-invasive methods, such as 74

transcranial magnetic stimulation (TMS) and electrical stimulation (transcranial direct-
current stimulation- tDCS), has proved lower levels of accuracy due to the difficulties to 
directly target the induced current to a precise area. 


5.	 Other invasive but less profound neuromodulations have produced also positive 
effects on patients and are being used to reduce chronic pain or eliminating the feeling of 
hunger in obese people. Another promising technique consists in the implantation of a 
helical electrode around the vagus nerve to stimulate it at regular intervals, and which is 
notably used for preventing epileptic seizures. Virtual reality is also used in a medical 
context in combination with other therapies in the treatment of mental disorders.  
75

Neurofeedback and brain-machine


6.	 Feedback loops between a person’s nervous system and computers often use 
neuroimaging, to get information about a given function to control and modify it. EEGs 
devices are being increasingly developed and have started to be commercialized for general 
well-being in an individually wearable manner. The results of such devices are highly 
variable and arguably very often overestimated.  


7.	 This result has been notably improved through Brain Computer interfaces (BCI). 
Neuro-prostheses provide a good prove of the importance that this technique is gaining in 
the neurotechnology field. BCIs can be unidirectional or bi-directional, invasive and non-
invasive and are providing convincing results in the fields of communication (cursor 
movements, virtual keyboards, video-games, etc.) The more advanced applications are 
being used in the military domain and include exoskeletons and prostheses, analysis of 
brain activity and brain training.  


Compensating for certain disabilities


8.	 Neurotechnologies can provide solutions to aid recovery motor or sensory 
disabilities. Brain-computer interfaces (BCIs) allow individuals with paralysis to control 
prosthetic limbs or communications through their thoughts. Motor neuroprotheses analyse 
and interpret voluntary motor information in the brain and transmit it to an exoskeleton or 
to a limb (real or artificial) which perform the mechanical actions.  Bi-directional 76

neuroprotheses have also sensors and proprioceptors that provide feedback to the brain or 
to the controller about the action performed by the prosthesis. In such way patients can 
adapt their control over the movement and recover their sense of touch or even feel signals 
similar to pain. Neuroprotheses can also aide to recover hearing or visual sense by 
stimulating the auditory or optical nerve through artificial retinas or cochlear implants.  


9.	 While the use of sensory neurotechnologies is advanced those that compensate for 
motor disabilities remain at the laboratory research stage except in the case of post-stroke 

	 	 Is empirically proved73

	 	 The application of this technique to patients with severe depression and resistant to other treatments is 74

also encouraging.   

	 	 Ibid.75

	 	 Researchers from the University of Lausanne (Switzerland) carried out a delicate surgery to insert 76

electronic brain implants that helped a paralysed man to walk by simply wirelessly transmitting his 
thoughts to his legs and feet via a second implant on his spine. ‘Swiss research helps paralysed man 
walk again using implants that read brainwaves’, Swissinfo, 2 June 2023.  
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rehabilitation. They have been also used in the recovery of some patients with paraplegia 
and tetraplegia paralyses. 
77

Targeted manipulation of mental states 


10.	 Among the most advanced neuromodulation techniques that are currently being 
developed, optogenetics takes a prominent place. Such procedure implies the genetic 
modification of brain cells with the purpose of modulating their activity by light pulses. 
This form of neuromodulation holds the promise enabling very precise influencing of brain 
processes. An animal study reported on very early findings the possibility of manipulation 
of behaviour of mice by using neuromodulation. The possibility was established to steer 
behaviour in a targeted way, using behavioural training and optogenetics.  The process of 78

optogenetics has also proved in various studies the potential for the modification of 
memories.  This example illustrates the tremendous potential of research focussing on the 79

targeted manipulation of mental states induced by a neuromodulation method.  This is a 
significant evolving field that needs to be closely monitored. 


11.	 Although these all promising progresses are advancing at a great pace it must be 
stressed that most of them still provide inaccurate results. At the present state of 
development, current technologies, especially non-invasive techniques cannot decode 
thoughts, in the sense, that they cannot provide a full granular and real-time account of the 
neuronal patterns of specific cognitive processes. But despite this, NT are increasingly used 
for what is called “process of reverse inference”.  As of today, there is no sufficient long-80

term data available to objectively assess whether the benefits of certain neurotechnologies 
outweigh their side effects. 


	 	 	 


	 	 If paralyses was originated by an injury to the spinal cord that prevents the correct flow of signals 77

between the brain and the parts of the body beneath the injury. The implantation process requires 
however a long and delicate surgical operation and the patient, actions are slow, requires the 
assistance from another person or a walker.   

	 	 Yuste, R., et al. Controlling Visually Guided Behavior by Holographic Recalling of Cortical 78

Ensembles, Cell 2019;178;2:447-457.

	 	 Oishi, N., et al. Artificial association of memory events by optogenetic stimulation of hippocampal 79

CA3 cell ensembles. Mol Brain 2019;12;1:2. 

	 	 Both, invasive and non-invasive methods used to record (and manipulate) neuronal circuits as well as 80

AI and ML-driven data analysis, allow for this process from patterns of brain activation. M. Ienca et 
al., “Towards a Governance Framework for Brain Data”, Neuroethics, 2022, p. 20. 
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